Criminals are causing devastation and financial hardship.
They trick people into handing over money or personal
details so they can steal from us.
Phone

Email

Never get into a discussion with a
stranger, answer surveys or agree to buy
something over the phone.

Never reply to emails asking for your
personal or security information

Never feel pressurised to give personal
information – your details could be sold
on.
Never give out bank or credit card
details
These could be used fraudulently. Banks
and the Police never ask for PIN numbers
or send couriers to collect cards.
Stop unwanted sales and marketing
calls by registering for FREE with the
Telephone Preference Service (TPS) on
0345 070 0707 or www.tpsonline.org.uk.
You can also buy call blockers, which can
block 99% of unwanted calls. Make sure
you buy from a reputable supplier.

Websites can be forged to look very
similar to the real website and web
address. Just a difference of one letter
or character means a whole different
website.
Never click on links or open any
attachments in emails from unknown
senders
If you have clicked on a link, do not
supply any personal information.
Never trust an email that claims to be
from your bank and asks you to give
your account details
Your bank will never ask you for your
full PIN or password in a text or email or
when banking online.

Access to my
device... no
way it’s mine!

Doorstep crime

Post

Never agree to work on your house or
garden by someone who knocks at your
door uninvited - this is ‘cold calling’

Never trust a letter or person that
says you’ve won a prize

If you buy something on the doorstep for
over £42, you have 14 days to change your
mind and ask for your money back. This is
known as the ‘cooling off’ period.

Fraudsters trick you with false promises
of large cash winnings or prizes.
They will urge you to hurry and send
a fee before the prize can be sent.
Your details will be shared with other
criminals who also just want your
money.

Don’t fall for lotteries, prize draws,
clairvoyants, catalogues, secret deals,
Reputable builders, roofers and gardeners
do not cold call. If you need a trader contact get rich quick schemes, inheritance
notifications and romance scams. Seek
Kent’s Trading Standards Approved trader
professional advice before signing up
scheme Checkatrade on 03330 146 190 or
to any type of investment scheme.
visit www.checkatrade.com. Get 3 quotes,
never pay up front and don’t pay by cash.
Never send money, give personal
details or buy goods to claim a prize
Never give money or sign any forms for
or winnings
people who turn up on your doorstep

Never open the door to strangers
Keep your front and back doors locked. If
you are not sure about the caller, no matter
how persuasive they are, ask them to make
an appointment to come back when a
friend or family member can be with you.
Never let somebody take you to the bank
to get money for them
Never give out your bank details or PIN.
Never transfer money out of your bank
account for ‘security reasons’.

You ne
ed my
bank d
etails...
Prove i
t!

Reduce personally addressed junk mail
by registering for FREE with the Mail
Preference Service (MPS) on 0845 703
4599 or www.mpsonline.org.uk.

t
r
o
p
Re t
i

Look out for neighbours, friends and
relatives - if you think they or you are a
victim of fraud report it.
Call Citizens Advice consumer service
03454 04 05 06. Monday to Friday,
9am to 5pm.
If you feel afraid or threatened phone
999. For non-urgent calls to the Police
phone 101.

Doorstep fraudsters have been known to return to the properties of residents
who have previously had poor work carried out, pretending to be a Police or
Trading Standards Officer. They will say arrests have been made and a court
case is currently in progress. This is when they will ask for money for all sorts
of reasons. DO NOT GIVE THEM ANY MONEY NO MATTER WHAT YOU ARE
TOLD. Call the Police and report it.

An upfront
payment...
I don’t
think so!

Join the fight against scams to make this
a scam-free nation www.friendsagainstscams.org.uk
Friends Against Scams aims to
Consumers
lose
www.kent.gov.uk/scams
protect and prevent people from

Friends Against Scams is a National Trading Standards Scams Team initiative

£5-10 billion to

